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Introduction

Recentmedia reports mnfirm that Secue Saket Layer (SSL) 3.0 is obsdete and insecure. Thisrepat
providesguidanae on howto ensire your communicaions ug the nore eaire Trangort Layer Secuity
(TLS) versonswhile avoiding potertial denial of serviceisaues, espedaly in afedertedenerprise
sdtingwher it is dfficult to coodinate upgades.

Purpose

Thisrepat presents technical instucionsfor reconfiguring major produds wsing SS/TLS. It is wiitten
for technicd managers, cyberdefencers, and Information Assurane (A) andystswho may notbe
famili ar with the gpedfic SSUTLS implementations in these produds.

Background

S9. andTLS are ommunicaionsprotocdsthat protect erd-to-end @mmunicaions fom unauhorized
disdosure and nodification. SS. andTLS protocds @an ako auherticae theidertity of the end-pointsin
a ommunicaionto provide asararncetha the paticipants are who tley claim to be. SSlwasfirst
implemenied n Netscgpe™ produds. Version 20, introduced nealy a deadeag, wasthe first version
availabefor public use It wasredaceal in 19% by SS_ version 30, which wasreleasedto addess
hand$ake integity issues thatalowed atadkersto conductmarrin-themiddle (MITM) atacks. TLS 1.0
wasisstedasan Intemet Engineaing Task Foree (IETF) standad in 199, andsubsajuent versions have
been introduced to adaesssecurity weakneses, aswell asto extend the fexbility of the potocol. TLS
1.2 isthemostrecentversion in use and piovidesthe mostsecure and flexible options. SSLard TLS are
mostcommonly implemented h web browses and severs, butcan also beintegatedinto other products.
Thisrepat focuses on upditing sever and lwowser product. Spedfic ingructions for reaonfiguring other
security produdsimplemening S./TLS may vary, butit is importantto updaie these poduds assoon
asposible.

Details

Recentmedia reports mnfirming the obslescerce andinsecuiity of S 3.0 hae stirred the ndugry to
take ation. Googj‘e®2 researches publishel the Rnddng Orade On Dbwngradal Legacy Enciyption
(POODLE) atad ' againstCipherBlock Chaning (CBC) modesof enayption in S3. 3.0.The Gage
Advisory shows that there are “no secure SSL 3.0 cipher suites” and that many TLS implemen@atons
allow downgradeto SS. 3.0 aspat of thesuppat for legacy implementatons.Withou downgrade
protedions, and aslongasboth theseverand dientallow SS. 3.0,an aversay can indue an
aubmated cowngradeto SSL 3.0. Wseof S 3.0in environments whee MIT M attacks ae feasible
could result in expsure of senstive dda, including protededcortert on dficial servers & the reallt of
thereovely of use accourt information (paswads,cookies €c.). Other vulnerabiliti esagaing SSL v
2.0alsoexig, ard this version isdepecdedin mostproducsk. TLS 1.0andTLS 1.1 ae notimpadedby
therecent attadk, buttheyladk secuiity feaures thatare available in TLS 1.2. Exen where MIT M attadks

! Netscag® is aregstered trademark of AOL, Inc.
? Google® is aregsteredtrademark of Google, Inc.



are ot feasible, server upgades are requiredto support browse setings for dients who night be sibject
to thexe attadks. There exist depadendesin the ader a @mponentshould implementmitigatons

1. Rewmnfigure ®rversto endle TLS versions 1.0to themostcurentversion suppated
2. Reoonfigure rowseasto erable TLS 1.0 a beater and diseble S v 3.0 and aldier S9. versions
3. Reoonfigure eversto dsable dl S versions(2.0 and 3.0)

1. Guidacefor Sewners:

Systemowners sodd focus first on pdaing severs thatony suppat SS. 3.0. This renovesobstades
for updaing browsers to diseble SSL3.0. Once browsers ae updded, it ispossble o dsable S 3.0 &
all severs and move © more aure TLS versions.

Most curert servers supprt SS. 3.0 by default. Organizations hating sendtive information on grvers
that allow useof SS. 3.0should dsable SSL3.0andenadle TLS 1.2,aswell asTLS 1.1 andTLS 1.0 &
nealedfor interopeallity according to venda ingrudions. Instuctionsto inspet and ypdae the
SSUTLS corfiguration from major server vendas ae indicaedin Table 1. If the servers’ critical
cudomer bag indudes asignificant number of use's a obsdete opeating systens with browsers only
suppoting S 3.0, it is reasonable to delay disabling S 3.0, bu only urtil those ugrs have enalded a
least TLS 1.0, andto implementaddiional mitigations according to Sedion 3. Section 2 gives
ingructions o howto updae lrowses, even onobsdete ogerating systens & old asWindows NT.

Table 1: Server Configurations to Disable SSL 3.0

Server Configuration Notes

Apache®? Run the following commands:
SSL Protocol All — SSLv2 —SSLv3

apachet1 configtest
sudo service apache2 restart

Nginx®* Run the following commands:
SSL_protocols TLSv1 TLSv1.1 TLSv1.2;

sudo nginx —t
sudo service nginx restart

1s®° See Advisory 2014/3009008 at
www.technet.microsoft.com/library/security
and follow the directions to disable SSL 3.0 in Windows.

Apple OSX®° servers Update to the latest OSX server version

e Mountain Lion: OSX server v 2.2.5 or above
e Maverick: OSX server v 3.3.2 or above

e Yosemite: OSX server v 4.0 or above

3 Apache® is a registered trademark of Apache Software Foundation.
N NginX® is a registered trademark of NginX Software Inc.

> 1IS® is a registered trademark of Microsoft Corp.

e Apple OSX® is a registered trademark of Apple Inc.




OpenSSL®’ libraries See OpenSSL Security advisory [15 Oct 2014]
e OpenSSL 1.0.1: upgrade to 1.0.1j

e OpenSSL 1.0.0: upgrade to 1.0.00.

e OpenSSL 0.9.8: upgrade to 0.9.8.zc

Other libraries Use vendor guidance.

Individualsevers thatimplementS3/TLS in librariestha are nd covered bytheseinstructions wil
requre vendorguidance Scriptstoted a wéb sever to seeif it suppats SSL3.0are availadethrough a
nunber of sevices—use atrusied ®rviceor fully teg the ripts pior to us in anopektiond system
Two teds (see Table 2) arerequired:

a. Thefirst teg shaild determinethe versions supportedby a ®ver or browse. Any saver or
browse nat corfigured to useTLS 1.2shodd becorfigured © doso o updated to a \version
tha does. Severs nd aldeto suppot TLS 1.0 a beter shoul be uglaedimmediately.

b. Thesecondted should corfirm thatSS. 3.0is dsabled If it is ot possble o diseble SSL
3.0, addtiond mitigatonsdesribed n Sedion 3 arerequred.

Table 2: Tests for SSL

SSL Version Test Server Response Recommendation

If possible, immediately

reconfigure to support TLS 1.2

(allow TLS 1.1 and TLS 1.0 if
Only SSL 3.0 necessary for interoperability);

If not possible, upgrade
immediately to a secure channel
library that supports TLS 1.2.

Display highest version

supported

Highest supported is TLS 1.0 If possible, configure server to
support TLS 1.2;

Highest supported is TLS 1.1 If not possible, plan for upgrade.

TLS 1.2 is supported oK
If possible, disable SSL 2.0 and
3.0;
If not possible, immediately
implement downgrade
Is SSL 2.0 or 3.0 supported Connection allowed

protections and plan for upgrade

to a secure channel library that
allows SSL 2.0 and 3.0 to be
disabled.

7 OpenSSL® is a registered trademark of Apache Software Foundation.



Connection refused OK

2. Guidance for Browseas:

Acoountinformation including sesson cokiesand paswordscan be exposel if the biowser suppats
S9 3.0. Many browse's ae available thatsuppat TLS 1.2, andhosethatdo nat shoul be uplaed.

For biowse's thatdo nd syppott TLS 1.0 a beter (see Table 3), an immediate ugradeis required.More
geneally, IAD recommendsthe nostrecentbrowsers thatsuppat TLS 1.2 (see Table 4) aswell asTLS
1.0 andTLS 1.1 (forinteropemlility). Browses suppating fallbackprotection mechansns ae
recommendel.

Table 3: Obsolete Browsers Unable to Support TLS 1.0 or Better

Browser Version Used in

IE®® v3 (no TLS 1.0 support) Obsolete Windows OS, System 7, Mac OS through v10.4
IEv3-6 Obsolete Windows OS, Windows XP (prior to SP3)
Opera®9 v3i-4 Windows, OSX, Android, BlackBerry, Windows Mobile

Most browser vendas have dready depecdaed S 2.0 and & gdanring upddesto depecde SSL3.0
and ntegate downgade potedions.The Information AsauranceDirectorate (IAD) recommends
ingalling the nostrecent browse versions atheybemme available. Urtil thoe ydaks ae availade,
mostcurrentbrowsers siill suppot S 3.0 andrequre reconfigurationto dsable it. Configure these
browseas according to the instuctions (see Table 4 ) to block all S versions (S v2 and SSLv3), use
TLS 12, andallow TLS 1.1 or 1.0for interopeaalility. Include alditiond mitigatons ndicated n Se¢ion
3to ersure thatdowngradeattacks ae nitigated

It shoutl be moted that misson aiticd severs ould be tested (and piopely configured) before
reconfiguring browsesto dsable SSlv3. If misson-criticd web ®rvers only supgorn S v3, thes sites
likely will nat be vieweblein reconfigured browsers.

Table 4: Browsers Supporting TLS 1.2

Browser Version Used in To isable SSL versions and enable TLS

!lE®is a registered trademark of Microsoft Corp.
? Opera® is a registered trademark of Opera Software ASA.




Chrome™*°v 30 Various OS Launch using the command line flag
“--ssl-version-min=tls1”
FireFox®™ v 24 —v 33 Various OS For versions 24-33, install the add-on at

Firefox v 34 (when
available)

https://addons.mozilla.org/en-
US/firefox/addon/ssl-version-control;

or

Type about:config in the address bar (click ok
through any warnings) and search for ‘TLS. If
secrurity.tls.version.min exists

set its value to 1.

Note: setting security.tls.version.max to 3
enables TLS 1.2.

Search for SSL. If ‘security.enable_ssl3’ exists,
set its value to false.

If ‘security.enable_ssl2’ exists, set its value to
false.

Note: to enable TLS versions set
‘security.enable_tls to true.

Restart the browser and re-run the test'.

IEv11

Windows 7, 8.1; Windows
Mobile 8.1

See Advisory 2014/3009008 at
www.technet.microsoft.com/library/security
or

Select tools->internet options;

Select the ‘Advanced tab’ and scroll to Security;
Uncheck the ‘Use SSL 2.0" and ‘Use SSL 3.0’
boxes;

Click OK;

Restart.

Opera v 17 and above

Windows, OSX, Android

Type Opera:config in the address bar and
search for ‘SSL’;

Uncheck ‘Enable SSL V3’;

Restart.

1% Chrome™ is a trademark of Google.
" FireFox® is a registered trademark of Mozilla Foundation.




Safari® v8 i0S 8.5 Update to i0S 8.5 to block CBC modes in SSL
v3. Available at
http://support.apple.com/kb/ht1222

Safari v8 0SX 10.10 Install security update 2014-005 to block CBC
modes in SSL v3. Available at
http://support.apple.com/kb/ht1222

For oderversions d Windows OS it might notbe pasible © implementthe rrcommendel version of IE
that includessuppeot for TLS 1.2. Wihie it is highly recommendel tha thee older OS \ersions e
updaed, we povideingructions (see

Table 5) spedfic to these systens tha will provideaccessto the nostup-to-dake version of TLS
suppoted

Table 5: Browser TLS version support for older operating systems

OS Version Browser Version Configuration Notes

NT" IE6 Disable SSL 2.0;
Cannot disable SSL 3.0;
Enable TLS 1.0;

Firefox v 2" or above Disable SSL 2.0;
Disable SSL 3.0;
Supports TLS 1.0

Operav 10 or above Disable SSL 3.0;
Enable TSL1.2 and TLS 1.1

XP" IE 8 Disable SSL 2.0;
Disable SSL 3.0;
supports TLS 1.0

Firefox v 12 or above All versions support TLS 1.0.
See Table 4 to disable SSL 2.0

2 safari® is a registered trademark of Apple Inc.




and SSL 3.0

Chrome See Table 4
Opera See Table 4
Vista®, IE 10 Disable SSL 2.0;
Windows 7°, Disable SSL 3.0;
Windows 8" TLS 1.0 is enabled by default;

Enable TLS 1.1 and 1.2

i0S v 5-8" Safari v5-8 Does not support SSL 2.0;
Cannot disable SSL 3.0;
Supports TLS 1.2

0SX 10.9" Safari v7-8 Does not support SSL 2.0;
Cannot disable SSL 3.0;
Supports TLS 1.2

3. Additiond guidane:

Otherapgicationsusing SS. shoul be ypgraded to ue arrent TLS versionsaswell. SMTP, 3P, VOIP,
and LDAP prodicts usng SS. v3.0 shoull be updited acording to vendoringructions. Poducts that
embed SSLversionfor manajement suppot shauld also ke uplaed. Thes appications donot
neessaily adwertisethe e of S, andit is upto thevendos o updae thdar security mechansns. It is
always avised to usethemostrecert versionsof security produdsto take advartage of seaurity updaes

Since upgading criti cal savers may take ime, it may be neessary to dlow sorre SSLv3 connetions
awid adwersemissonimpad. In these cases browsaswill neel to coninue  sugort S v3, and
addtional mitigations ae requiredfor defending againstMIT M attads:

a. Configurethebrowserto bockthe ug of RC4 when wsing SS. v3.

b. Maintain downgrade pgotedion by disabling addtional TLS versions astheriskto usngthose
increases Considertherisks of using anyversion lessthan he nostrecent (curently TLS 1.2), since
newer \ersions implementmiti gationsagaing seaurity wesakneses in previous \ersions. In addtion,
sonme never browsas enable downgadeprotedions tirough the tseof aTLS_FALLBACK_SCSV
flagthat derts srverstha a renegtiation ha ocurred. Severstha recognize this mechansmwill
drop aflagged @nnedionif the neyotiated \versionisless thanthey suppmrt. This can beusel to
preventattenpts o reducethe curity for sites thatsupport TLS 1.0 o alove.

 Vista®, Windows 7®, Windows 8 are registered trademarks of Microsoft Corp.




c. Useappicaionfirewdls to block atenpts to acess ron-ctiti cal sitessuppeting only S 3.0.
d. Implementfurther mitigations ajaing MIT M attacks. Thes indudeensiring thatconnetions us
DNS-SEC to detrmine IP addessss, and implemening cetificae gnning methods, aailable in
sone biowseas & well asin versions 3.5 ad aboe d Microsoft’s EnhanedMitigation Expeliene
Todkit (EMET).

4. Additiond saurcesof information:

Apathe www.apahe.oig

NginX: http://nginx.arg

Microsdt: http://suppot.microsoft.com

Apple: hitps//aplecom

OpenSSL https//opersd.org

Opera www.open.com

Chrome: http://goode.@m/chrome

FireFox: http://mozill a.org

National Vulnerahlity Databas: http://nvd.nist.gov

Disclaimer of Endorsement

The guidance in this document is provided "as is." In no event shall the United States Government be liable for any damages, regardless of the
nature or theory of liability, arising in any way out of the use of or reliance on this guidance. Reference herein to any specific commercial
products, process, or service by trade name, trademark, manufacturer, or otherwise, does not constitute or imply its endorsement,
recommendation, or favoring by the United States Government, and this guidance shall not be used for advertising or product endorsement
purposes.

Contact Information

Industry Inquiries

410-854-6091

bao@nsa.gov

USG/IC Customer Inquiries

410-854-4790

DoD/Military/COCOM Customer Inquiries
410-854-4200

General Inquiries

NSA Information Assurance Service Center
niasc@nsa.gov



"“This POODLE Bites: Exploiting the SSL 3.0 Fallback - Security Advisory” Bodo Méller, Thai Duong, Krzysztof
Kotowicz, September 2014

" User interfaces and flags in FireFox vary based on the version, and obsolete flags are still shown in later versions.
To be sure the settings are effective; restart the browser and retest.

" Windows NT is no longer supported and is not considered secure. It is strongly recommended to update to a
current, vendor-supported operating system.

" FireFox 2 is no longer considered secure. Additional mitigations are required.

¥ Windows XP is no longer supported. Additional mitigations are required. It is strongly recommended to update to
a current, vendor-supported operating system.

¥ Earlier versions of iOS (listed) support TLS 1.2 but do not block SSL 3.0. The security update does not completely
block SSL 3.0, but no CBC encryption modes are supported. Additional mitigations are required, especially if RC4
cipher suites are allowed.

Y Earlier versions of OSX support TLS 1.2 but do not block SSL 3.0. The security update does not completely block
SSL 3.0, but no CBC encryption modes are supported. Additional mitigations are required, especially if RC4 cipher
suites are allowed.



